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How the Article 23 legislation as proposed by the Government might affect reporting in Hong Kong
Article 23
1.
The Hong Kong Special Administrative Region shall enact laws on its own to prohibit any act of treason, secession, sedition, subversion against the Central People’s Government, or theft of state secret, to prohibit foreign political organizations or bodies from conducting political activities in the Region, and to prohibit political organizations or bodies of the Region from establishing ties with foreign political organizations or bodies.

The Official Secrets Ordinance

2.
The current Official Secrets Ordinance came into effect on 27 June 1997.  At the time of its enactment, the then Secretary for Security told the Legislative Council members that the provisions had been agreed by the Chinese side in the Joint Liaison Group after detailed discussion.  He told Legco that :

“This is a particularly important consideration when we bear in mind that the Bill encompasses that part of the provisions in Article 23 of the Basic Law, that the Hong Kong Special Administrative Region (SAR) shall enact laws on its own to prohibit, inter alia, the theft of state secrets.  The Bill as it stands will require minimal adaptation in order for the SAR to fulfill this requirement, thus providing the continuity that we all desire” (HK Hansard 4 June 1997 page 114).

3.
In fact the freedom in reporting is already much affected by sections 18 & 20 of the existing Ordinance.

4.
In its present form, sections 13 to 17 of Part III of the OSO prohibit disclosure of the protected information by persons who receive the information in some form of official capacity, such as being members of the security and intelligence services or persons having been told that they are subject to similar prohibition (s 13), or being a public servant or Government contractor (ss 14, 15, 16 & 17).  The information protected is those relating to (a) security and intelligence (ss 13, 14); (b) defence (s 15); (c) international relations (s.16(1)(a)); (d) information obtained from a foreign state or international organization (s.16(1)(b)); and (e) detection of crime and other information obtained from intercepting telecommunication or postal packets authorized by the Government (s. 17).

5.
Insofar as the press is concerned, the present section 18 of the OSO would make it an offence if the press 

(a)
had disclosed those protected information obtained from :

(i)
unauthorized disclosure by the public servant or Government contractor; or 
(ii)
from someone who received the information from public servants or Government in confidence with a duty to keep the information confidential; or 

(b)
had disclosed the protected information in breach of confidence imparted on them by the public servants or Government contractor who gave them the information 

However in the case of (a) the press would only be liable if the information was given to them by a British National or Hong Kong Permanent Resident or in Hong Kong.   Thus unless it is information from public servants or Government contractor given in circumstances imparting confidence, the Press could freely publish the protected information if they do not receive the information in Hong Kong or from the British National or a Hong Kong Permanent Resident.

6.
The proposed amendments to the OSO first widened the scope of the protected information in that :

(a)
insofar as information on international relations is concerned, the definition of “international relations” is widened to include “any matters relating to the relationship between HKSAR and any place outside the PRC”; and

(b)
information relating to Hong Kong affairs within the responsibility of the Central Government under the Basic Law (proposed s.16A)

7.
The scope of the “Hong Kong affairs” information is wide.  Under various parts of the Basic Law, the following matters are within the scope of Hong Kong affairs under the responsibility of the Central Government :
(a)
Foreign Affairs (article 13)
(b)
Defence (article 14)
(c)
The appoint of CE and principal officials (article 18)
(d)
The rejecting of laws made by Legco (article 17)

(e)
The addition of National Laws to Part III (article 21)

(f)
The obtaining of relevant certificates concerning defence and acts of state (article 19)

(g)
The grant of extra powers to the HKSAR (article 20)

(h)
The election participation process for the NPC (article 21)

(i)
The establishment of Mainland departments and offices in the HKSAR and entry of individuals from the Mainland (article 22)

(j)
The implementation of relevant directives by the CE (article 48(8))

(k)
The conduct of authorized external affairs (article 48(9))

(l)
The conduct of external affairs (article 62(3))

(m)
Making arrangements with foreign states for reciprocal juridical assistance (article 96)

(n)
The keeping of a shipping register (article 125)

(o)
Access to HK by foreign warships (article 126)

(p)
Access to HK by foreign state aircraft (article 129)

(q)
The negotiation of air service agreements (articles 131-134)

(r)
Continued participation in international agreements and international organizations (articles 152-153)

(s)
Visa abolition agreements with foreign states (article 155)

(t)
Establishment of consulates in HK (article 157)

(u)
The interpretation process after reference (article 158)

(v)
Amendment to the Basic Law (article 159)

8.
Although section 16A, like the existing sections 14-17, per se only applies to public servants or Government contractors and as such does not appear to be the direct concern of the Press, it is to be noted that the Press may be charged for the offence of aiding and abetting the unlawful disclosure under these sections by publishing the disclosure.  Apart from aiding and abetting, there is also the offence under section 18 to which the Press could be made liable a primary offender.

9.
Under section 18 (whether before or after the proposed amendment), the disclosure in order to be caught by section 18 would have to be a “damaging disclosure”.  However, it is to be noted that in order to be a damaging disclosure in the context of information relating to “international relations”, the disclosure is deemed to be damaging if the disclosure would be likely to endanger the interest of China or Hong Kong elsewhere, or would seriously obstruct the promotion or protection by China or Hong Kong or those interest (of s.16(2)(a) & (b)).  

10.
Thus the relationship between China and World Health Organization, or between Hong Kong and the World Health Organization is an international relation.  Information on how the WHO would view the conditions of SARS in China or Hong Kong and whether they would give a travel warning in relation to China or Hong Kong would be those information which affects the interest of China or Hong Kong elsewhere.  Publication of the information that the WHO is about to give a travel warning in relation to Hong Kong or China because of the SARS conditions would be damaging publication because it would endanger the interest of China or Hong Kong or would seriously obstruct the promotion of the interest of China or Hong Kong in its tourism industry.  Likewise if there is any information that the Hong Kong SAR would be about to impose traveling restrictions on people from a certain country or place, such information would also be protected as information on international relation, and the disclosure of such information would be damages because it endangers the interest of Hong Kong in its tourism or it endangers the interest of Hong Kong in that other country because that other country or place may take retaliation action to restrict Hong Kong travelers.  

11.
The extension of the protected information to cover information relating to those affairs within the responsibilities of the Central Government may also have great implication on the Press.  The proposed legislation only criminalizes damaging disclosure of this sort of information, and damaging disclosure in this context would incorporate the element of endangering national security which is defined as “the safeguarding of the territorial integrity and the independence of the PRC”.  However, it is not necessary to show that the information or document disclosed would actually endanger the territorial integrity and independence of the PRC.  It would be damaging disclosure if the information or document is of such nature that its unauthorized disclosure would be likely to endanger the territorial integrity and independence of the PRC.  Thus, the publication of news or information from a document that certain warship of say the USA would be coming to Hong Kong may well be caught because the information is protected information (article 126), and that the disclosure is considered to be damaging because it is information from a document which is classified as top secret because it also contains other information on national defence or intelligence on the movement of the USA navy. 

12.
Also the proposed amendment restricts the freedom to publish information which have been leaked out because of someone’s illegal activities – i.e. theft, unauthorized access to computer information, or through corruption.  It is important to note that it is not necessary that the Press publishing the information should be party to those illegal activities.  It is the case of once illegal, always protected.  The protection of the requirement that the publisher of those information must be aware that it is initially obtained by the prescribed illegal means would be illusionary because once the Government has made it public that certain information (which the Government does not want the Press to publish) has been stolen or obtained by hacking etc. it could effectively prevent the publication of this information.  

13.
It is submitted that the Government should at least make it a defence to any publication if the information is already in the public domain.  In section 20 which relates to the damaging publication by third parties of information about international relations, section 20(3) makes it clear that it would not be an offence if the information has previously been made available to the public with the authority of the territory or organization concerned or a member of that organization concerned.  

14.
Another effect of the widening of the scope of protected information and document by the introduction of the proposed section 16A is that under section 22, the Government may give direction for the disposal or return of the document, and failure to follow the direction would be an offence.  Thus if given the width of the scope of information caught under section 16A, even though the Press does not disclose the relevant document the Press may be ordered to surrender the document.  This would no doubt have serious effect on the keeping and maintenance of information library of the press.  

Dated this 3rd day of June 2003.

Edward Chan S.C.
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